


Angel White Paper    /    Security in the Cloud: The Angel Platform        // 2

PROTECTING YOUR VOICE SYSTEM IN THE CLOUD

Every enterprise deserves to know what its vendors are doing to protect the data and 
systems entrusted to them. Leading IVR vendors in the cloud, like Angel, consider security 
a top priority. We make the right investments to protect your data and systems, and provide 
you with the information you need to feel confident about our commitment to your security.

Angel’s dedicated security team and detailed processes are focused on ensuring high 
reliability and high availability of the Angel infrastructure and the protection of your 
information. All of Angel’s customers have found that our security provisions meet or 
exceed their requirements.

Defining Cloud Computing Security
Cloud computing security is an evolving aspect of information systems security that—
depending upon the vendor’s offerings—can include a host of information systems 
security components:  network security, computer security, application security, physical 
security and more. Cloud security involves a broad set of policies, technologies, and 
controls deployed to protect data, applications, and the associated infrastructure of cloud 
computing.

Protecting our customers’ 

data and systems is a 

business imperative.  

Angel operations encompass 

the people, processes 

and facilities to ensure 

high reliability, 24/7/365 

availability, and recovery; 

with plenty of flexibility to 

accommodate your growth.

Angel Dedicated Security Team
Protecting our customers’ data and systems is a business imperative. Angel’s team of 
dedicated security professionals takes pride in its world-class security infrastructure and 
is committed to maintaining the highest standards of security for our customers. The 
team monitors and addresses daily security needs while keeping an eye on future trends. 
Whether the team is writing security policy, installing a system patch, verifying standards 
compliance, researching technology or leading the mandatory security training required for 
each new company employee, Angel sets a higher standard for excellence in security.

Angel operations encompass the people, processes and facilities to ensure high reliability, 
24/7/365 availability, and recovery; with plenty of flexibility to accommodate your growth. 
We’re dedicated to maintaining our world-class security infrastructure, and that means 
continually working on developments and updates to the system in order to provide fail-
safe reliability and data security that you and your customers can count on.

Angel Security at at Glance

PCI DSS Level I Service Provider

SSAE-16 Standard Data Centers

HITECH Compliant for HIPAA Assurance

Sarbanes-Oxley (SOX) Compliant in Financial Processes

Multiple, geographically dispersed, redundant, high availability, 
world-class datacenters

Regular Security Penetration Tests and Vulnerability Scans

Dedicated Security Team

Automatic Patches and Upgrades

✓

✓

✓

✓

✓

✓

✓

✓
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CORPORATE SECURITY POLICIES

Angel maintains written security policies that apply to all systems operated and maintained by 
Angel in the production environment. These policies are reviewed on a regular, ongoing basis; 
and all employees with access to production systems, whether through the customer-facing UI or 
backend systems, are required to certify receipt of these policies.

Angel corporate security policies cover a range of controls regarding the monitoring and testing of 
Angel systems to ensure that known or unknown system vulnerabilities are remediated and that the 
systems are protected from malicious attack.

The policies address company administrative, logical and physical controls. A great number of 
security topics are covered in the policy such as:  workforce clearance, physical safeguards, 
network standards, passwords, patching, auditing, media retention and destruction … and much 
more.

Customer review of policy and other documentation
Angel takes seriously its role in protecting customer data, and company policy prohibits its 
employees from sharing any documents that contain confidential data. We’re sometimes told that 
other vendors allow prospects to walk away with a customer’s ROC (Report on Compliance) but 
we believe that there are inherent security risks in distributing this information, and that the integrity 
of a security operation requires this type of documentation to remain confidential and on-premises. 

Defense in depth
Effective security requires multiple layers of controls, a principal known in information Effective 
security requires multiple layers of controls, a principal known in information security as ‘Defense 
in Depth.’ Those controls can be categorized as administrative controls, such as the company’s 
security policies and procedures; logical controls such as software used for monitoring access to 
information systems; and physical controls that protect the computing and data environment.

Examples …

•	Corporate	security	policies
•	Password	policies
•	Personnel	policies
•	Compliance	(e.g.,	PCI,	HIPAA)

•	Passwords
•	Network	and	host	based	firewalls
•	Network	intrusion	detection	systems
•	Access	control	lists
•	Data	encryption
•	Access	restricted	only	to	those	with	a	
‘need	to	know’	(principle	of	least	privilege)

•	Security	guards
•	Door	locks
•	Man	traps
•	HVAC	systems
•	Smoke	alarms
•	 Fire	suppression
•	Separation	of	systems	&	work	areas
•	Separation	of	duties

Refers to …

Policies and 
procedures; provides 
a foundation for 
logical and physical 
controls.

Software aand data 
used to monitor 
and control access 
to information and 
computing systems.

Environment where 
systems and assets 
are housed. Includes 
physical access 
controls.

Control …

Administrative

Logical

Physical

Effective security 

requires multiple layers 

of controls, a principal 

known in information 

security as ‘Defense in 

Depth’ – a key principle 

of IS security referring 

to the multi-layered 

approach required 

for an effective 

security program.
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WORLD-CLASS DATA CENTER 

Angel provides a secure hosting environment for its platform by partnering with a best-in-class data 
center facility. Our data center facility partner has the operational expertise, standards compliance, world-
class physical security and a high-performance network ecosystem to protect your information assets 
and ensure business continuity.

Data center security controls include:
• Secure hosting environment for platform, systems, telecommunications and storage systems
• 24-hour physical security
• Physical access restrictions: authorized personnel only, with appropriate identification credentials, 

access to Angel collocation cages limited to authorized employees only as designated by Angel.
• Background checks for authorized personnel
• Monitoring
• Logging
• Redundant and backup power supplies
• Redundant data communications connections
• Environmental controls such as cooling and fire suppression
• Full UPS power, back-up systems and N+1 (or greater) redundancy

Personnel and access
Angel maintains specific policies and procedures that control access to information and mitigate risk. 
Background checks are mandatory for all employees and contractors. Separation of duties provides 
checks and balances system such that a single person doesn’t have end-to-end control over sensitive 
data and processes. Access is given on a ‘need to know’ only basis to minimize risk. Angel business and 
data center facilities are regulated with appropriate physical access controls so that personnel without the 
appropriate access credentials cannot access the facilities. 
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DATA SECURITY

Angel	uses	a	wide	range	of	controls	to	protect	
customer	data	that	include	access	restrictions	to	
data,	written	policies	that	govern	how	data	is	handled,	
separation	between	production	and	operations	staff,	
customer-driven	security	options	and	specific	controls	
pertaining	to	the	handling	of	credit	card	data,	covered	
in	the	section	“PCI	compliance.”

Data security policies
Policy,	in	part,	drives	how	customer	data	is	handled.	
We	do	not	disclose	any	information	related	to	security,	
including	where	the	data	centers	are	located	for	
example.	Angel	has	written	policy	for	handling,	storing	
and	disposing	of	sensitive	information,	updated	on	a	
regular	basis.	Angel	policies	control	the	treatment	of	
data,	including:	How	Angel	destroys	data	and	what	
happens	to	data	belonging	to	former	customers.

Customer-driven options
Customers	often	have	differing	requirements	for	
application	or	system	features,	and	they	often	have	
differing	requirements	for	levels	of	security.	A	health	
care	company	that	handles	sensitive	information,	
for	example,	may	have	different	security	needs	than	
a	company	that	processes	anonymous	telephone	
responses	to	a	pop-culture	survey.

While	some	security	features	are	non-negotiable,	
others	can	be	adjusted	according	to	a	customer’s	
unique	needs.	Adjustments	can	be	made	to	certain	
features	such	as	voice	mail,	call	records,	call	details,	
data	pages	and	analytics	information.	Some	options	
are:	how	long	to	store	data,	whether	data	can	be	
exported,	types	of	encryption	used,	authentications	
and	security	levels.	A	customer	has	the	opportunity	
to	provide	input	on	these	types	of	controls	and	adjust	
them	based	on	their	own	security	requirements	and	

standards	compliance.	Those	options	are	written	into	
the	Statement	of	Work	at	the	outset	of	a	project.

Other	controls	should	be	in	place	at	a	customer	site	
that	helps	mitigate	security	risk.	A	primary	control	
involves	limiting	the	information	that	could	potentially	
be	exposed.	For	example,	a	company	should	not	have	
in	place	a	Web	service	that	has	access	to	its	entire	
customer	database	or	the	storage	of	other	sensitive	
data	such	as	social	security	numbers,	credit	card	
information	or	other	vulnerable	data.

Private Variables
Among	the	primary	controls	used	to	protect	sensitive	
data	processed	through	the	Angel	IVR	are	private	
variables.	The	use	of	private	variables	allows	
information	to	be	used	for	the	duration	of	a	transaction,	
but	does	not	allow	it	to	persist,	or	be	written	to	any	
disk	on	Angel	systems.

Credit	card	information,	for	example,	is	not	to	be	
stored	in	the	Angel	data	center.	This	is	handled	
through	the	Angel	Site	Builder	interface,	where	
variables	are	marked	as	‘private’.	When	a	call	ends,	
private	variables	are	not	stored	anywhere	in	the	Angel	
data	centers.

In	transmission,	private	variable	data	is	only	to	be	
transmitted	via	HTTPS	to	PCI	compliant	partners.	
Leased	lines,	VPNs	and	point-to-point	links	can	
provide	additional	layers	of	security.

A	number	of	other	controls	are	also	built	in	to	the	Site	
Builder	application	to	further	protect	private	variable	
values,	and	additional	controls	protect	data	during	a	
transaction.
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Helps govern …

•	Written	policy	and	procedures	govern	the	handling,	
storage	and	disposal	of	sensitive	information

•	Security	information	is	regarded	as	confidential

•	 Separation	of	duties	between	production	and	
operations	staff

•	Customer	helps	define	security	options	such	
as:		length	of	storage,	ability	to	export	data,	
encryptions,	authentication	and	security	level	
depending	upon	their	unique	needs.

•	 Prevents	sensitive	data,	like	credit	card	
information,	from	persisting	on	the	Angel	system.

•	World-class	data	center	facilities	offer	the	
appropriate	physical	controls	to	protect	data.

Control …

Policy

Separation of 
duties

Customer-driven 
options

Private variables

Facilities

PCI Compliance
Angel	customers	that	conduct	payment	card	transactions	through	
the	Angel	IVR	system	are	subject	to	compliance	requirements	as	
they	pertain	to	the	Payment	Card	Industry	(PCI)	Data	Security	
Standard	(DSS).

PCI	DSS	exists	to	protect	payment	card	or	credit	card	data	as	
it	is	handled	and	processed.	The	standard	applies	to	all	entities	
involved	in	any	aspect	of	handling	payment	card	cardholder	data,	
including	systems	and	devices	used	to	handle	the	data.	Whether	
an	entity	is	acquiring,	processing,	issuing,	storing,	or	transmitting	
cardholder	data,	it	must	follow	specific	PCI	DSS	guidelines.	

Angel PCI compliance
Angel	is	compliant	as	a	Payment	Card	Industry	(PCI)	Level	
I	Service	Provider.	Our	compliance	status	can	be	found	on	
the	Visa	CISP	Web	site	at	http://usa.visa.com/download/
merchants/cisp_list_of_cisp_compliant_service_providers.pdf.	
Angel	undergoes	annual	recertification	audits	to	achieve	PCI	
Level	I	compliance	status,	which	involves	a	an	external	audit	
certification.

Mandates on cardholder data
In	order	to	have	a	PCI	compliant	voice	site,	Angel	mandates	that	
cardholder	data:

• Must only be captured using private variables
• Must not be stored by Angel in a persistent form— 

encrypted or unencrypted
• Must only use authentication information (such as ‘four 

digit security codes’ or PINs) only for the applicable 
transaction and then discarded, never stored. 

 
Secure data transmission
Angel	mandates	that	customers	follow	specific	security	
procedures	when	transmitting	private	variable	data.	A	written	
document,	maintained	for	Angel	customers,	outlines	these	
requirements	and	provides	clear	technical	specifics	for	building	a	
compliant	voice	site.	The	document	addresses	the	encryption	of	
data	in	transit,	security	of	the	recipient	site,	certificates	and	more.	
Angel	professional	services	department	can	be	contracted	to	
assist	with	designing	PCI-compliant	voice	sites.
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APPLICATION, SOFTWARE AND NETWORK SECURITY

Angel	enforces	application	security	in	a	
number	of	ways	including	strong	data	
encryption,	controlled	access	to	Site	Builder	
and	account	information,	and	use	of	private	
variables	and	audit	trails.

Hardware	and	software	is	monitored	in	real	
time,	with	notifications	sent	real-time	to	
operations	personnel.	Some	controls	include:

• Encryption of sensitive customer data 
when it is transmitted

• Enforced access to Site Builder via 
https only

• Strong password requirements for 
customer accounts

• Private Variables mandatory for 
sensitive customer data

• Audit trails for Site Builder usage
• Multi-tiered logins
• Call recording encryption.
• API Tokens

Secure product engineering
Product	security	is	an	important	component	
in	overall	security,	and	Angel	software	is	
developed	using	secure	coding	practices,	
building	security	into	the	Software	
Development	Lifecycle	(SDLC)

User security requirements
User	security	requirements	add	another	layer	
of	controls.	Among	these:

• Disabling default system passwords 
and other security parameters

• Unique IDs assigned to all individuals 
with computer access

• The enforcement of strong password 
requirements for personnel accounts, 
along with periodic password changes

• Access segmentation based on 
systems type (database, telecom, 
application servers, network, etc.)

Site Builder security
To	access	Site	Builder,	each	user	needs	a	
valid	username	and	password	combination,	
which	is	encrypted	via	SSL	while	in	
transmission.	All	data	sent	over	an	encrypted	
SSL	connection	is	protected	from	tampering	to	
promote	a	high	degree	of	confidentiality	and	
verify	that	data	has	not	been	altered.	Servers	
limit	the	number	of	unsuccessful	logins	and	
time	out	after	periods	of	inactivity.	Other	best	
practices	ensure	strong	identity	management	
and	sign-on.

Every	Angel	employee	and	contractor	
undergoes	mandatory	security	training	
regardless	of	their	role	at	the	company	to	
ensure	that	all	are	briefed	in	Angel	security	
policy.

Network security

Angel	maintains	network	security	controls	
including	software	and	data	to	monitor	and	
control	access	to	information	and	computing	
systems.	Among	these	controls	are	
passwords,	network	and	host	based	firewalls,	
network	intrusion	detection	systems,	access	
control	lists,	data	encryption	and	the	principle	
of	‘least	privilege’.

Among	these	controls:

• Firewalls are installed and maintained
• Access to all network resources 

and server systems is tracked and 
monitored

• Anti-virus software is used, regularly 
updated and patched

• Third-party software running in the 
Angel environment is regularly patched

• Security systems and processes are 
regularly tested

• Physical access to customer data is 
restricted

Every Angel employee 

and contractor undergoes 

mandatory security 

training regardless of their 

role at the company to 

ensure that all are briefed 

in Angel security policy.
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When choosing a cloud provider that will 
handle your potentially sensitive business 
data, it is your business to understand 
their status regarding certifications, 
compliance, and external audits. 

Angel is committed to operating facilities 
that meet the rigorous standards and 
compliance needs of your business. Our 
data facility works with several regulatory 
and standards organizations to ensure 
compliance to standards that regulate 
aspects of security ranging from data 
handling to the data facilities.

PCI DSS
Angel is compliant as a Payment Card 
Industry (PCI) Level I Service Provider. 
Our compliance status can be found on 
the Visa CISP Web site at http://usa.visa.
com/download/merchants/cisp_list_of_
cisp_compliant_service_providers.pdf. 
Angel undergoes annual recertification 
audits to achieve PCI Level I compliance 
status, which involves an external audit 
certification.

For additional information regarding PCI 
DSS compliance, please refer to that 
section in this document. 

SSAE-16
An SSAE-16 audit focuses on the internal 
operational and control processes of 
an organization that services multiple 
customers through a single environment. 
SSAE-16, Standards for Attestation 
Engagements No. 16 (SSAE 16), are 
issued by the American Institute of 
Certified Public Accountants.

Angel hosts its data centers at an SSAE-
16 compliant organization.

The move from SAS 70 to SSAE-16 
will also move us in line with the new 
international standard of ISAE 3402.

Sarbanes-Oxley
The Sarbanes-Oxley Act of 2002, 
sometimes referred to as SO or SOX, 
relates to a company’s financial 
processes. The Angel parent company 
MicroStrategy is compliant with  
Sarbanes-Oxley.

Health Insurance Portability 
and Accountability Act (HIPAA)
HIPAA focuses on the security, privacy 
and data loss prevention of Personal 
Health Information (PHI). It covers entities 
such as hospitals, pharmacies, insurance 

companies, private and group practices, 
pharmaceuticals, medical data processing 
entities, and so on.

Angel is not subject to HIPAA 
requirements, but sometimes works with 
entities that are covered by this act. In 
order to do business with the ‘covered 
entities,’ such as cases where Angel is 
asked to handle patient data, compliance 
is often handled by signing a Business 
Associate Agreement or ‘BAA.’ The BAA 
mandates Angel’s compliance with the 
HITECH Act of 2009.

The HITECH Act focuses on the 
electronic version of PHI or (e-PHI) under 
the HIPAA guidelines.

US-EU Safe Harbor
The US-EU Safe Harbor is a process for 
complying with the EU Directive 95/46/
EC on the protection of personal data. 
Sensitive data (such as data regulated 
by PCI DSS) is not stored by Angel in 
a persistent format on its systems, and 
Angel mandates that customers do not 
store sensitive information via their voice 
applications. Any other data that is   
stored by Angel systems resides in the 
United States.

CERTIFICATIONS, AUDITS AND COMPLIANCE
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Angel is a leading provider of cloud-based Customer Experience Management (CEM) 
solutions for Interactive Voice Response (IVR) and Contact Centers. These solutions 
enable mid-market and enterprise organizations to quickly deploy voice, SMS, chat 
and Business Intelligence (BI) applications that all put the Caller First. Angel’s solutions 
are built on an on-demand, software-as-a-service (SaaS) platform and require no 

investment in hardware, software, or human resources. More than 1,000 customers worldwide turn to Angel’s CEM solutions 
to delight their customers and their bottom line. www.Angel.com

888-MyAngel (692.6435)  •  www.angel.com  •  sales@angel.com

BUSINESS CONTINUITY

It is important to understand what will happen to your systems 
and data in the case of interruption—or disaster.

The Angel platform application architecture and infrastructure 
is designed to provide enterprises with service around the 
clock—24 hours a day, 7 days a week, and 365 days a year.

This includes provisions for scalability and high availability  
with built-in redundancy and fault tolerance, replication and 
failover provisions.

Regular operating system upgrades and patches are installed to 
maintain system security levels. Backup power sources provide 
power for the Data Center for both immediate and longer term 
needs. Redundant power and air conditioners keep servers 
continually up and running.

Reliability
The Angel data center facility partner provides full UPS power, 
backup systems, and N+1 (or greater) redundancy with a proven 
industry-leading 99.9999% uptime record. Also included are 
multi-level physical security features, rigidly controlled operating 
environment, and on-site technicians.

A robust Heating/Ventilation/Air Conditioning (HVAC) system 
handles the demanding and sophisticated cooling requirements 
of high-power density deployments.

Recovery
Business continuity is promoted in part through replication of the 
data and infrastructure across redundant sites. 

All enterprise data is backed up every 24 hours to facilitate  
quick recovery and to provide for highly available standby in the 
event of disaster. 


